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Mporpamma ANCTaHLMOHHBIX U OHNIaWH-KypcoB Astra Linux

Tema

CopeprxaHue

«ALSE-1701. OC Astra Linux
Special Edition 1.7 gnsa
nosb3oBaTtenen»,16 ak. u.

Moaynb 1. BBegeHune B Astra Linux.
Mogynb 2. OcHoBbl paboTbl Astra Linux.
Mogynb 3. OdurcHble npunoxeHuns B Astra Linux

«ALSE-1702.
AamunHuctpuposaHue OC
Astra Linux Special Edition
1.7», 32 aK. 4

Moaynb 1. BeegeHune B OC Astra Linux

Moaynb 2. YctaHoBka Astra Linux

Moaynb 3. PaboTta B TepMmuHane

Mogaynb 4. OcHoBbI paboTbl B kKOMaHAHOW cTpoke OC Astra
Linux

Mogynb 5. Vicnonb3oBaHWe CripaBOYHbIX PeCcypcoB

Mogaynb 6. Pabota ¢ dannamm B OC Astra Linux

Mogaynb 7. Pabota c TekctoBoM MHPopmaumen B OC Astra Linux
Mogaynb 8. Mpoueccol B Linux

Mogaynb 9. YnpaBaeHue y4eTHbIMM 3anNncAMu Noab3oBaTenen u
rpynn

Mogaynb 10. InckpeunoHHoe yrnpasaeHve 40CTynoMm

Mogynb 11. MaHaaTHOe ynpaBaeHne AOCTYNOM

Mogaynb 12. ApxuBauma 1 oKaTne JaHHbIX

«ALSE-1703. PaclumpeHHoe
agMuHuctpuposaHme OC
Astra Linux Special Edition
1.7», 40 ak. u.

Mogaynb 1. lMpoLecc 3arpy3kn 1 BbIKIHOUYEHNA CUCTEMBI
Mogaynb 2. YNpaBaeHune yCTpOMCTBaMUN 1 MOAYNAMU AApa
Moaynb 3. YnpaBieHne nporpaMmHbIM obecneyeHmem
Moaynb 4. YnpaBneHune parinoBbiMU CUCTEMAMU

Mogaynb 5. PaclumpeHHoe aAMUHUCTPUPOBaHNE YCTPOWCTB
XpaHeHWs AaHHbIX

Mogynb 6. Cnuctema xypHanvposaHua B Astra Linux SE
Mogaynb 7. 3anyck 3agaHuii No pacrnvcaHnio

Mogaynb 8. Monck 1 ycTpaHeHne HencnpaBHOCTEN
Mogynb 9. Hactpovika cetn B Astra Linux SE

Moaynb 10. Co3gaHue cueHapues bash

«ALSE-1704. CeteBoe
agMuHuctpuposaHue OC
Astra Linux Special Edition
1.7», 40 ak. u.

Mogynb 1. OcHosbl TCP/IP ceTei. Hactponka n gnarHoctuka
cetu

Moaynb 2. OcHoBbl IPV6

Mogaynb 3. HacTpovika yaaneHHoro goctyna no SSH

Mogynb 4. Cny>x6a gomeHHbIX MeH DNS

Mogaynb 5. Cny>x6a DHCP

Moaynb 6. MNMpokcn-cepsep SQUID

Mogaynb 7. CUHXpOHM3aLMA BPEMEHM MO CETU C
ncnosib3zosaHuem nporokona NTP

Mogynb 8. YnpaBaeHne KOHGUrypaumsamMm XOCTOB C MOMOLLIbIO




Ansible

Mogynb 9. Cuctema ynpasieHusa MAeHTUYHOCTbHO (IdM) —
FreelPA

Moaynb 10. Be6-cepBep Ha ocHoBe Apache

Moaynb 11. CucTeMa 3N1eKTPOHHOM NMoYTbl Ha H6a3e Exim u
Doveco

Mogaynb 12. 3alMLLeHHbIM KOMMAEKC NPOorpamMM AJis neyat 1
Mogynb 13. YcranoBka OC Astra Linux SE no cetu

«ALSE-1705. besonacHocTb B
OC Astra Linux Special
Edition 1.7», 40 ak. u.

Mogaynb 1. KomnbtoTepHas 6e3onacHoCTb, obuime ceeaeHums.
MocTpoeHume 3aLuLLeHHbIX OnepaLmOoHHbIX cncteM. PopmanbHble
MOZEeNN yNpaBaeHNa JOCTYNOM

Mogaynb 2. HopmaTtueHble gokyMeHTbl PCTIK Poccumy,
pernameHTupyroLne TpeboBaHma bezonacHocTUMHGOpPMaLUm
Mogaynb 3. ApxuTekTypa 1 pexkxrmMbl GYHKLIMOHMPOBaHWA CPeACTB
3awmnTbl HGopmaumm Astra Linux Special Edition

Moaynb 4. MaHAaTHbIV KOHTPO/Ib LLeNOCTHOCTH B Astra Linux
Special Edition

Moaynb 5. MaHaaTHOe ynpaBaeHue goctynom B Astra Linux
Special Edition

Moaynb 6. Hactpoika noacuctemMbl ayanTta B Astra Linux Special
Edition

Moaynb 7. Peannsaums 3aMKHYTON NPOrpaMMHON Cpeabl.
Mogynb 8. Pexxnm Knocka

Mogaynb 9. CeTeBOe B3anmogencTBme B Astra Linux Special
Edition

Mogynb 10. MaHgaTHoe ynpasaeHue goctynom B CYB/],
PostgreSQL

Moaynb 11. lononHuTenbHble GyHKUMN 6€30NacHOCTU CUCTEMBI
Moaynb 12. Red Book: HacTpoika 6e3onacHon koHdurypawumm
ana Astra Linux Special Edition 1.7

«ALSE-1724V. YcTaHOBKa "
ynpaBieHue
BupTyanmsaumen B OC Astra
Linux, 16 ak. u.

Moaynb 1. BBegeHune B BUpTYyanmsaumio

Moaynb 2. YcTaHOBKa W ynpaBAeHWe I0KaibHOW BUPTyanu3aLmen
QEMU/KVM

Mogynb 3. YcTaHOBKa 1 ynpaB/ieHne KOHTEMHEePHON
BMpPTyaaunsauuen

MpakTtuka: yctaHoeka Docker B OC Astra Linux, yctaHoBKa v
ynpaeneHue obpasamu Docker, 3anyck n ynpasneHwve
KoHTenHepamu Docker, co3gaHne obpazos Docker, co3gaHume n
3anyck MHOrOKOHTEMHEPHOrO NPUIOXEHWS, 3arpy3ka obpasa Ha
Docker Hub.

«AL-1722. ba3oBoe
agMuHuctpmposaHme OC
Astra Linux Special Edition
1.7. T'padpnueckme

Moaynb 1. ApxutekTtypa n anctpmbytmnebl OC Astra Linux
Mogaynb 2. lMpouecc 3arpy3ku 1 BbIKNHOUYEHUA CUCTEMbI
Mogaynb 3. YnpaBneHue nporpammHbiM obecneyeHnem
Moaynb 4. Pabota ¢ dannamm B OC Astra Linux




MHCTPYMeHTbI», 50 aK. 4. Mogynb 5. YnpaBaeHune ¢pannoBbiMn cuctemMamm

Mogynb 6. Mpoueccol B Linux

Moaynb 7. YnpaBieHune yueTHbIMU 3anncamm noab3oBaTtenen un
rpynn

Mogaynb 8. luckpeunoHHoe ynpaBaeHne A4oCTynom

Moaynb 9. MaHAaTHbIA KOHTPOb LLeNIOCTHOCTH

Moaynb 10. MaHgaTHOe ynpaBaeHne J0CTyrnoMm

Moaynb 11. HacTtpolika cetn B Astra Linux

Mo 3aBepwieHun kypca Astra Linux ana nonb3oBarteneu caywarensb 6yaer:
®  1CMO/b30BaTb OCHOBHblE KOMaHAbl aAMUHUCTPUPOBAHUSA CUCTEMBI;
e ymeTb ycTaHaBamBaTb OC 1 NOHUMaTb HOaHCbl nHcTannaumm OC;
e yNpaB/ATb NOAbL30BATENAMW U FPyNnamu;
e yNpaB/ATb 3aMyCKOM CEPBUCOB;
e MNaHMPOBATb W BbINMOJHATb 3aZayYn NO PacnnCaHuIo;
e yJAaNeHHO MOAK/IYATLCA K CUCTEMbI A1 aAMUHUCTPUPOBAHNA B KOMaHAHOW CTpOKe.

Mo 3aBeplieHnn Kypca Astra Linux ans agmmHuctpatopoB caywatenb 6yger:

e co3zaBaTb M 06CNyXMBaTb darnoByto cuctemy Astra Linux;
e MoHWMaTb npouecc 3arpy3kun OC;

e nonay4yaTtb CnNpaBkun No 6o BO3HUKatOLWen Nnpobaeme;

e yCTaHaBAMBaTb, OBHOBAATH, 3aNpaLIMBaTh N yAaNATb NaKeTb;
® V3MeHATb HacTpouku 3arpy3umka OC Astra Linux;

e co3zaBaTb M 06CNyKMBaATL ormyeckme pasgensl (LVM);

e LndpoBaTb ANCKU U pa3aens;

® V3MEHATb NpoLecc ayTeHTUdUKaLMM NOAb3OBaTeNEN;

e MOHMMAaTb M HacTpamBaTb MaHAATHbIE MOAUTUKY;

e HacTpamBaTb peno3utopuu Astra Linux;

e Haxoautb npobnembl B OC 1 BOCCTaHaBAMBaTb CUCTEMY.

Mo 3aBepeHnn Kypca Astra Linux no ceteBomy agMUHUCTPUPOBaHUIO ClylLaTeNb
6yaert:

e pa3BopauunBaTb CeTb NPeAnpPUATUS;
e pa3BopaumBaTb ceTeBble cepaucbl DHCP, DNS, NTP

e pasBopaumsaTb dannosble cepaucel NFS, FTP, CIFS

e HacTpamBaTb CeTb NPeAnpuUATUS;

e HactpawmsaTb Proxy cepsep;

e yCTaHaBAMBaTb W HacTpamBaTb web-cepBep NpeanpuATUS;

e co3zaBaTb 63Kan cucTembl U BOCCTaHaBAMBaTb CUCTEMY U3 paHee co3iaHHOro 63kana;
e OpraHuM30BbIBaTb e4MHOE NPOCTPAHCTBO ANS NO/b30BaTenen ¢ nomoLbo ALD;

e ycraHaBameatb OC Astra Linux no cetw.




